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GLOSSARY

ATM

Automated teller machine is a
banking device that allows
people to perform financial
transactions, such as

withdrawing or depositing
money, checking account
balances, and transferring funds,
without the need for a branch
representative or teller.

LGBT+

LGBT+ is an inclusive term
representing a diverse range of
sexual orientations and gender
identities. It stands for Lesbian,
Gay, Bisexual, and Transgender.
The + symbol in LGBT+
represents those whose identities
fall outside the traditional gender
binary and heterosexual
orientation. This includes
individuals who are queer, non-
binary and more.

— N

SEXTORTION

Sextortion escalates dating
blackmail by involving forced
confinement, undressing, physical
assault, rape, and, in extreme
cases, murder. Perpetrators
exploit the victim’s entrapment to
control them through violence
and coercion.

—_—

SURVIVOR

In this toolkit, a survivor refers
to an individual who has
experienced and endured the
trauma of dating blackmail and
sextortion.

DATING BLACKMAIL

This toolkit refers to dating
blackmail as luring LGBT+
individuals through dating apps
into private meetings, where
perpetrators forcibly take explicit
photos or videos of the
victim/survivor, and then use
these to extort money, sexual
favours, or other gains by
threatening to expose the
victim’s/survivor’s LGBT+ identity
or explicit material.

PTSD

Post traumatic stress disorder is
a mental health condition that
may develop after an individual
experiences or witnesses a
traumatic event.

SIM

A subscriber identity module is a
removable smart card for mobile
phones.

VICTIM

The term victim is commonly
used in law to describe someone
harmed by a crime. In this toolkit,
it refers to individuals who
tragically did not survive instances
of dating blackmailing.

VPN

Virtual private network is a
service that creates a secure,
encrypted connection over the
internet, allowing users to access
the web privately and securely.




INTRODUCTION

The internet holds immense potential as a
space for connection, empowerment, and
self-expression, particularly for marginalised
communities such as LGBT+ individuals. It
offers avenues for finding solidarity, building
relationships, and sharing experiences in
ways that may not always be possible offline.
Yet, alongside these opportunities, the online
world also comes with risks that can have
serious consequences for vulnerable groups.
Issues like dating blackmail and sextortion,
which disproportionately target LGBT+
individuals, pose profound emotional,
psychological, and financial challenges, often
leaving survivors isolated and afraid.

At the same time, there has been a notable
lack of comprehensive resources specifically
designed to help navigate these risks. With
this toolkit, we aim to fill that gap. It is
designed to offer comprehensive support for
LGBT+ individuals who have faced such
experiences, with the goal of helping
survivors navigate these challenges, while
also raising awareness to prevent future
incidents.

Specifically created for use in Bangladesh and
Sri Lanka, it is grounded in real-life scenarios
shared by survivors from these countries to
contextualise the issue and identify common
tactics used by perpetrators. LGBT+
communities in these settings are often
marginalised, and fear of exposure can
amplify their trauma. The toolkit offers safety
measures, strategies, and legal knowledge to
help protect individuals. It is also intended to
be used by civil society groups, organisations,
and individuals supporting members of the
LGBT+ community.

To make the most of this resource, please
read through the examples and case studies
to understand the various forms these crimes
can take, and learn to recognise potential
threats.

To make the most of this resource, please
read through the examples and case studies
to understand the various forms these
crimes can take, and learn to recognise
potential threats. You'll also find valuable
information on legal remedies and resources
available to survivors/victims, empowering
them to seek justice and support.

Every case of dating blackmail and
sextortion is different, and some parts of
this guide may be more relevant to your
circumstances than others. Use this toolkit
flexibly, drawing on the information and
strategies that best suit your specific needs.

To all survivors of dating blackmail
and sextortion, we want you to
know that you are not alone. We
stand with you in your journey
toward recovery and justice. Your
experiences, while deeply
distressing, do not define you. We
offer this toolkit to you as a means
of moving forward with strength
and resilience.

Ilustration Credit: Studio Wyse
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UNDERSTANDING

DATING BLACKMAIL
AND SEXTORTION

Dating blackmailing and sextortion are
predatory acts where perpetrators
manipulate and force victims or survivors to
extort something of value, such as money,
sexual acts, explicit content, or other actions.
Perpetrators abuse victims or survivors by
threatening to release compromising
information, usually sexually explicit images
or videos, obtained during romantic or
sexual encounters through online dating
platforms, social interactions, or private
meetings. 1] Perpetrators exploit the victim's
fear of public humiliation or personal and
professional repercussions, particularly
targeting vulnerable groups like LGBT+
individuals who may face additional stigma _
and discrimination. Instances of dating llustration Credit: Pedrors Fernandes, Shutterstock
blackmail may lead to mental and physical

torture, rape, and even murder.

Steps of Dating Blackmail

Survivor or Survivor/victim
victim and is taken to a
perpetrator private place
meet in person willingly

Meeting

Building
Online

Trust

Survivors/victims Photos and Ki lici Survivor/victim
can be subjected videos are Tﬁ <ang exl()l it undresses,

to rape by used for P dOtOS an either willingly
perpetrator/s ransom videos or under duress

The blackmailer
. may disengage or
Collecting ransom the cycle of cases, they may
(mobile banking, blackmail might VL UL
or ATM cards, etc) S — murder

In extreme

[1] Sinha-Roy R, “Gay Dating App-Related Blackmail: Anatomy, Contexts and Risk Factors,” vols 2652-5828-2652-
6441 (2023) journal-article



2.

COMMON TACTICS USED
BY PERPETRATORS

/5\ Connecting through dating
8@8 apps and social media

Perpetrators often use dating apps like
Grindr, Tinder, [2] and social media platforms
like Facebook and Instagram to initiate
contact with LGBT+ persons by posing as
interested romantic or sexual partners.

\g/ Building trust

Perpetrators invite survivors/victims to
private locations under the guise of a casual
meetup, date, or social gathering to appear
innocent and friendly.

OGDO P . t t.
&7 Private meetings

Perpetrators arrange to meet in secluded
environments, such as residences, private
apartments, or a remote area, where they
can easily manipulate and control the
situation.

@ Secret or forceful
recordings

Perpetrators record intimate or
compromising situations with the
survivor/victim using hidden cameras or
smartphones, or by using force.

%OQ Physical and verbal assault

Perpetrators inflict physical violence and
verbal threats to intimidate the
survivor/victim to make them do what they
want. This can include beatings, verbal
abuse, and threats of further harm.

o False accusations and
“IX~ public shaming

Perpetrators may falsely accuse
survivors/victims of crimes or misconduct,
such as harassment. They can also threaten
to 'out’ the survivor/victim as an LGBT+
individual, exposing them to stigma.

SKS) . cps
[@1 Impersonation of authorities
Perpetrators sometimes pose as police

officers, military personnel, or other kinds of
authorities.

59 ] ]
o Blackmail and extortion

Perpetrators threaten to release
compromising images or videos unless the
victim agrees to their demands. These
demands can include money, performance
of sexual acts, or other acts under duress.

@9 Financial exploitation

Perpetrators often demand large sums of
money or may also rob victims of cash,
valuables, and personal belongings.

28¢ Group attacks

Perpetrators may involve other people
known to them in order to scare and
overwhelm the victims, making it difficult
for them to escape or seek help.

[2] All categories of dating apps are used for dating blackmail and sextortion.



3.

IMPACT OF BLACKMAIL
ON SURVIVORS

For LGBT+ survivors, the impact of dating
blackmail can be particularly severe due to
the additional layers of stigma,
discrimination, and vulnerability they face
regarding their sexual orientation and/or
gender identity. They include

£z

BN

T Victimisation with stigma
LGBT+ survivors face heightened stigma and
discrimination if their sexual orientation or
gender identity is exposed, amplifying
feelings of shame, judgement, and isolation.
The fear of being outed can lead to social
rejection and the loss of vital support
networks. Additionally, these individuals
often endure double victimisation. They are
targeted by blackmail and also subjected to
homophobia, transphobia, or biphobia—
worsening their trauma and distress.

Limited support

LGBT+ specific support services are limited
or inaccessible in countries like Bangladesh
and Sri Lanka, leaving victims with few
resources to cope with the aftermath of their
experience.

g@} Impact on LGBT+ identity

Survivors may grapple with their sense of
identity and self-worth, feeling exploited
and manipulated. This can lead to profound
psychological distress.

g

Ej Barriers to reporting

Fear of discrimination or revealing LGBT+
identity may stop survivors from reporting
their experiences to authorities or seeking
help, increasing feelings of powerlessness
and vulnerability.

Impact on mental health

The trauma of dating blackmail and
sextortion can lead to serious mental health
conditions like PTSD, depression, and
anxiety. Survivors may also experience
thoughts of self-harm or suicide. In some
cases, they may turn to substance abuse.

&% Impact on Relationships
and Trust Issues

The betrayal and manipulation experienced
during the blackmailing incident can cause
long-term trust issues, making it difficult for
survivors to form or maintain healthy
relationships.

3
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4.
SAFETY

MEASURES

4.a. Strategies for online
safety to secure personal
information

4.a.i. General online security
measures

« Be cautious about sharing personal
information online: Once shared
online, your digital footprint is
permanent and beyond your control.
Avoid giving out your home or work
address, phone number, financial
details, or any information that can be
used to identify you. Do not share live
updates about your location.

« Keep privacy settings updated:
Make sure your privacy settings on
social media and other online
platforms are up to date.

« Use a VPN: This can keep your
location private while browsing
websites or apps.

+ Block any suspicious profiles: If
someone seems suspicious or makes

you uncomfortable, don't hesitate to
block them.

4.a.ii. Dating apps security
measures

+ Avoid connecting social media
accounts to dating apps: Register a
dating app account with an email
address. Avoid sharing and linking
social media profiles on dating apps.
This can protect your personal
information from strangers.

Illustration Credit: Any Plans App

Never give apps full access to your
device: Only allow permissions that
are necessary for the app to function,
and avoid giving full access to your
contacts, location, or other personal
data.

Use a "discreet app icon": Dating
apps allow users to change the icon to
appear as something else, like a music
or calculator app. This makes the app
unrecognisable.

Protect your login credentials: Your
login information is like the key to
your online identity. Never share your
passwords or login details with
anyone.

Do not trust anyone online: It is
important to be cautious and not trust
anyone too quickly on dating apps.
Get to know someone and verify their
identity before sharing personal
information or meeting in person.
Use ‘expire’ options when sharing
photos: Use settings that delete
shared images after a certain time for
control over your content.

Avoid sharing explicit information:
Sharing sensitive or explicit photos,
videos or any other information that

can be misused can be risky and
should be avoided.



4.b. Safety tips while
meeting your date

Always arrange the first few meetings
in a public place.

Discuss dating blackmailing concerns
and safety measures with your date
before meeting up.

Inform a trusted friend about your
plans and if possible, share your live
location.

Avoid carrying expensive phones,
cash, ATM cards or valuables.

If possible, hide mobile banking or
transactions apps on your phone.
Save contact details of family
members by name rather than
relationship. For example, save your
mother’s name rather than
‘Ma/Amma’.

Avoid accepting any food, drinks,
cigarettes or drugs from your date on
the first meeting.

4.c. What to avoid

If things go wrong, don't panic. Avoid
getting into arguments or physical
altercations.

Do not make any threats to the
blackmailers.

If you need to give away your phone,
do so. Try to keep the SIM card if
possible.

Try to remember the face and
identifying characteristics of the
blackmailers.

If asked to bring money from home,
contact a friend or a trusted source so
that they can help.




5.
KNOW YOUR RIGHTS:

LEGAL REMEDIES FOR
SURVIVORS AND VICTIMS

Both Bangladesh and Sri Lanka lack specific . Assault (Section 351):

laws targeting dating blackmail. However, Threatening or attempting to use
existing laws can still be used to seek force constitutes the offence of
justice. Understanding the legal provisions assault, punishable by up to three
below can empower you to take action months' imprisonment and fines.
against perpetrators. Dating blackmail involves assault

when perpetrators use physical
5.A. BANGLADESH

violence or threats to intimidate
5.a.i. Penal Code 1860 5!

victims/survivors.

. Hurt (Section 319):
Causing bodily pain, illness, or
infirmity constitutes the offence of
hurt, punishable by up to one year's
imprisonment and fines. Dating
blackmail involves the offence of
hurt due to the physical violence
inflicted on victims/survivors.

B Extortion (Section 383):
Using threats to force someone to
give up something of value is
considered extortion, punishable by
up to three years in prison and

fines. Dating blackmail qualifies as
extortion, as perpetrators demand
money, sexual acts, or explicit
content by threatening to expose
compromising information about
their victims/survivors.

Criminal Intimidation

(Section 503):

Threatening someone to cause
alarm or force them to act against
their will constitutes the offence of
criminal intimidation, punishable
by up to two years' imprisonment
and fines. Dating blackmail falls
under criminal intimidation, as
perpetrators manipulate
victims/survivors by threatening to
reveal compromising information.

Grievous Hurt (Section 320):
Causing severe bodily pain or
infirmity constitutes the offence of
grievous hurt, punishable by up to
seven years' imprisonment and
fines. Dating blackmail involves
grievous hurt if perpetrators inflict
serious physical harm.

Rape (Section 375):
Non-consensual sexual intercourse
constitutes the offence of rape,
punishable by up to the death
penalty and fines. Dating blackmail
involves the offence of rape if
perpetrators force victims/survivors
into non-consensual sexual acts.

[3] Refworld - UNHCR’s Global Law and Policy Database, “Bangladesh: Penal Code, 1860 (Refworld, February 11,
2024) <https://www.refworld.org/legal/legislation/natlegbod/1860/en/108758>
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. Unnatural Offences (Section

377):
Non-consensual sexual acts against

the order of nature constitute the
offence of unnatural offences,
punishable by up to life
imprisonment and fines. Dating
blackmail involves unnatural
offences if perpetrators coerce
victims/survivors into such acts.

Cheating (Section 415):
Deceiving someone for personal
gain constitutes the offence of
cheating, punishable by up to one
year's imprisonment and fines.
Dating blackmail involves cheating
when perpetrators deceive
victims/survivors by gaining their
trust under false pretences.

Cheating by Personation
(Section 416):

Deceiving someone by pretending
to be another person constitutes
the offence of cheating by
personation, punishable by up to
three years' imprisonment and
fines. Dating blackmail involves
cheating by personation when
perpetrators pose as romantic or
sexual partners.

Defamation (Section 499):
Damaging someone's reputation
through false statements
constitutes the offence of
defamation, punishable by up to
two years' imprisonment and fines.
Dating blackmail involves
defamation when perpetrators
publicly shame victims/survivors by
outing them or making false
accusations.

Robbery (Section 390): Taking
property through fear or force
constitutes the offence of robbery,
punishable by up to fourteen years'
imprisonment and fines. Dating
blackmail involves robbery if
perpetrators seize valuables from
victims/survivors through
intimidation or coercion.

11

Theft (Section 378):

Unlawfully taking someone's
property is the offence of theft,
punishable by up to three years of
imprisonment with fines. Dating
blackmailing attracts the offence of
theft if perpetrators unlawfully take
victims/survivors' cash, valuables, or
personal belongings.

Criminal Conspiracy (Section 120A):
An agreement between two or more
individuals to commit an illegal act
constitutes the offence of criminal
conspiracy, punishable by up to six
months' imprisonment and fines.
Dating blackmail involves criminal
conspiracy if multiple perpetrators
plan and carry out acts of blackmail.

14. Abetment (Section 107):
Instigating, conspiring, or assisting in
the commission of an offence
constitutes the offence of abetment,
punishable by imprisonment for the
same duration as the offence
committed. Dating blackmail
involves abetment if perpetrators
help or encourage others to commit
these offences.

Abetment of suicide (306),
culpable homicide (Section 299)
and murder (Section 300):

If dating blackmail causes severe
psychological distress to a victim,
leading them to consider suicide, the
blackmailer could be held
accountable for abetment to suicide.
Should the victim's death result from
the blackmailer's actions, it may be
classified as culpable homicide.
Additionally, if the blackmail results
in death through direct violence,
physical harm, or coercing the victim
into dangerous situations, the
perpetrator could face charges of
culpable homicide or murder. The
offences carry penalties of up to ten
years' imprisonment, life
imprisonment, and the death
penalty, respectively, along with
potential fines.



5.a.ii. Cyber Security Act 2023 [4]

The Cyber Security Act 2023 prohibits and
punishes offences to dating blackmailing,

sextortion and the tactics used by
perpetrators through digital or other

electronic means with imprisonment and

fines.

. Unauthorised Access to Digital
Devices (Section 18):
Unauthorised access to digital
devices is an offence under Section
18 of the Act, punishable by up to
three years' imprisonment and a
fine of up to ten lakhs taka. In cases
of dating blackmail, perpetrators
often use unauthorised access to
digital devices to obtain explicit
content or personal information.

B Digital or Electronic Forgery and

Fraud (Sections 22 and 23): Digital

or Electronic Forgery and Fraud are

offences under Sections 22 and 23 of

the Act, punishable by up to two
years and five years' imprisonment,
respectively and a fine of up to five
lakhs taka. In dating blackmail,
perpetrators commit forgery and

Fraud by misrepresenting themselves

and manipulating victims/survivors
to extort money or valuables.

B Identity Fraud (Section 24):
Identity fraud or assuming fake
identities to lure and trap

victims/survivors is an offence under
Section 24 of the Act, punishable by
up to five years' imprisonment and a

. Transmission of offensive, false,
or threatening information
(Section 25):

The transmission of offensive, false,
or threatening information is an
offence under Section 25 of the Act,
punishable by up to two years'
imprisonment and a fine of up to
three lakhs taka. In dating
blackmail, perpetrators often
transmit or threaten to release
compromising images or videos, as
well as offensive or threatening
information.

B Publication of Defamatory
Content (Section 29): The
publication of defamatory content
via websites or other electronic
means is an offence under Section 29
of the Act, punishable by a fine of up
to twenty-five lakh taka.
Perpetrators involved in dating
blackmail often publish defamatory
content through such platforms.

5.a. iii. The Pornography Control
Act, 2012 5]

The Pornography Control Act 2012
prohibits and penalises offences such as
dating blackmail and sextortion. Sections 4
and 8 of the Act cover crimes including the
production and distribution of
pornography, extortion and blackmail,
financial exploitation, the use of technology
for pornography, and impersonation and
threats. These offences are punishable by
up to ten years' imprisonment and a fine of

fine of up to five lakhs taka. up to five lakh taka.

Perpetrators involved in dating
blackmail frequently use fake
identities to deceive and exploit
victims/survivors.

Perpetrators involved in dating
blackmailing often commit the following
acts

[4] Refworld - UNHCR’s Global Law and Policy Database, “Bangladesh: The Cyber Security Act, 2023” (Refworld, July
17, 2024) <https://www.refworld.org/legal/legislation/natlegbod/2023/en/148277

[5] Bangladesh Government, “The Pornography Control Act, 2012” (2012)
<http://legislativediv.portal.gov.bd/sites/default/files/files/legislativediv.portal.gov.bd/page/coe8o021e_s5e8f 4ede_gos
o_f2faf3s1c2ad/20.%20Pornography%2oTranslation.pdf>

13



Production and Distribution of
Pornography: Secretly recording intimate or
compromising situations without the
victims/survivors knowledge or consent, and
then using or distributing this material.

Extortion and Blackmail: Threatening to
release compromising material unless the
victim/survivors meet the perpetrator's
demands, such as money or sexual acts.

Financial Exploitation: Demanding money
in exchange for not releasing pornographic
content.

Public Shaming and Manipulation: Using
compromising material to shame or
manipulate victims/survivors, exploiting them
mentally.

Use of Technology: Utilising smartphones,
social media, and other technology to produce,
store, or distribute pornography.

Impersonation and Threats: Impersonating
the authorities and using threats to coerce
victims/survivors into complying with
demands involving pornographic material.

The law explicitly covers and penalises these
actions to protect the victims/survivors from
exploitation and mental torture associated
with sextortion.

5.a.iv. The Prevention of
Oppression Against Women and
Children Act 2000 [6]

The Prevention of Oppression Against
Women and Children Act 2000 addresses
various predatory acts, including severe
physical harm, kidnapping, extortion,
kidnapping for ransom, rape, and sexual
harassment, often committed against
women and children (under the age of 16)
in the context of dating blackmail.

Severe Physical Harm (Section 4): If
dating blackmail involves causing
severe injury using harmful substances
that lead to the victim's death or
attempts to cause such harm, the
perpetrator may face the death penalty
or life imprisonment, along with a fine.

B Kidnapping (Section 7): Ifa
perpetrator kidnaps a woman or child
with malicious intent during the course
of dating blackmail, they can face life
imprisonment or a minimum of
fourteen years of rigorous
imprisonment and a fine.

B Kidnapping for Ransom (Section 8):
If a perpetrator detains a woman or
child for ransom as part of dating
blackmail, they may be sentenced to
death or life imprisonment, along with
additional fines.

. Rape and Crimes (Section 9): If
dating blackmail involves rape or tape
coupled with actions leading to the
victim's death or injury, the perpetrator
may be sentenced to death or life
imprisonment, along with additional
fines. If multiple individuals are
involved, each person is equally liable
for severe punishment.

. Inducing Suicide (Section gA): If the
actions associated with dating
blackmail directly lead to the victim
committing suicide, the perpetrator
may face up to ten years of rigorous
imprisonment and fines.

[ ] Sexual Harassment (Section 10): Any
person who inappropriately touches or
sexually harasses a woman or child
during the context of dating blackmail
may face up to ten years of rigorous
imprisonment and fines.

[6] [The Parliament of Bangladesh, “The Prevention of Oppression Against Women and Children Act 2000” (2000)
<https://iknowpolitics.org/sites/default/files/prevention_act_bangladesh.pdf>
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5.b.i. Penal Code 1883 7!

Criminal Intimidation (Section 483):
Section 483 states that threatening
another person with injury to their
body, reputation, or property with the

intent to cause alarm or compel them to

do something illegal or refrain from
doing something legal is considered
criminal intimidation. The term 'injury’
includes harm to body, mind,
reputation, or property. Since dating
blackmail often involves threats to
share sensitive images or cause harm,
this section can be used to prosecute
such cases. The perpetrator may face

imprisonment for up to two years along

with a fine.

. Sexual Harassment (Section 345):
Section 345 criminalises sexual
harassment, which includes using
words or actions to cause sexual
annoyance or harassment. Dating
blackmail often involves threats that
cause such harassment. To prosecute
under this section, the prosecution
must prove that the threats caused
harassment. Ideally, the act of
threatening should be enough to
constitute an offence. The perpetrator
may face imprisonment for up to two
years along with a fine.

. Extortion (Section 372): Section 372
deals with extortion, defined as
inducing someone to deliver property
or valuable security through fear of
injury. This can apply to dating
blackmail where threats are made to
distribute intimate images, or cause
other harm, unless the victim complies

with demands such as providing money

or property.

5.B. SRI LANKA

However, it may not cover cases where the
demand is non-material, like staying in a
relationship or engaging in sexual activities.
The perpetrator may face imprisonment for
up to three years along with a fine.

. Robbery (Section 379): Section 379
describes a robbery. If someone steals
something and, while doing so, or while
trying to escape with the stolen goods,
they intentionally cause or try to cause
someone else’s death, injury, or prevent
them from moving freely (wrongful
restraint), or make them fear that any of
those things will occur immediately,
they've committed this offense. To be
considered "present" for this offense, the
person causing fear or harm only needs to
be close enough to make the victim fear
for their lives, injury, or restraint. If
convicted, the perpetrator may face up to
ten years of imprisonment and a fine.

. Child Protection (Section 286A):
Section 286A criminalises persuading,
inducing, or coercing a child (under 18) to
appear in obscene photographs or videos.
It also covers possessing or distributing
such images. This section is applicable if
the victim is a minor and the blackmailer
threatens to distribute intimate images.
The perpetrator may face imprisonment
for up to two years along with a fine.

5.b.ii. Computer Crime Act 200718

Unauthorised Access to Information
Section 4 criminalises unauthorised access to
a computer or information with the intent to
commit an offence. This can apply if the
blackmailer obtained images or information
through hacking or unauthorised access.
However, this law is limited to cases
involving unauthorised access. The
perpetrator may face imprisonment for up to
five years and a fine.

[7] Sri Lanka: Penal Code, Chapter 19, 1885 (1 January 1885)

<https://www.refworld.org/legal/legislation/natlegbod/1885/en/72935>
[8] Computer Crime Act, No. 24 of 2007 of Sri Lanka (9 July, 2007) <https://cyrilla.org/entity/wabmsnsblog?

file=1719766956925cqklucyvtif.pdf&page=1>



5.b.iii. Prohibition of Ragging and
Other Forms of Violence in
Educational Institutions Act 1998 [¢!

Sections 2 and 3 of this Act can be used if the
blackmail involves students or staff of
educational institutions. It criminalises
various forms of violence, including dating
blackmail within educational settings. The
perpetrator may face imprisonment for up to
five years along with a fine.

5.b.iv. Obscene Publications
Ordinance 1927 [10]

Section 2 criminalises making, possessing, or
distributing obscene writings, drawings, or
photographs. If the blackmailer has sexually
explicit images for the purpose of
distribution or public exhibition, this section
can be applied. The perpetrator may face
imprisonment for up to six months along
with a fine.

5.a.v. Online Safety Act

No. 9 of 2024 "

The Online Safety Act No. 9 of 2024 in Sri
Lanka includes provisions that can be used to
combat dating blackmail, sextortion, and
online harassment, allowing victims to take
legal action against perpetrators. Key
Provisions Relevant to Sextortion and Online
Blackmail

Prohibited Statements and Harmful
Communications: Section 12 of the Act
criminalises the online publication or
sharing of content that is false, harmful,
or distressing to individuals. This can be
used to prosecute perpetrators who
spread non-consensual intimate images
or attempt to blackmail victims.

. Criminalising Online Threats and
Intimidation: Section 14 penalises any
communication made with the intent to
harass, threaten, or intimidate a person.

Sextortion, which involves threatening to
leak intimate pictures or videos unless a
demand is met, falls within this scope.

. Online Impersonation and Fraud: Section
18 prohibits online impersonation, which
can be used against individuals creating
fake profiles to deceive and blackmail
victims.

B Unauthorised Sharing of Intimate
Images: If a perpetrator shares or
threatens to share explicit images
without consent, they can be prosecuted
under the Act. The Act criminalises the
non-consensual distribution of intimate
images and imposes severe penalties.

. Penalties for Offenders: Conviction under
these provisions can lead to
imprisonment of up to five years, fines up
to Rs. 500,000, or both. Courts can also
order the removal of harmful online
content and restrict the accused from
having further contact with the victim.

5.a.vi. Prevention of Domestic
Violence Act No. 34 of 2005 [2!

Section 2(1) allows victims of online abuse
from intimate partners or former partners to
seek protection orders.

Courts can issue orders restricting the abuser
from contacting the victim, or sharing
intimate content.

5.a.vii. Telecommunication Act No.
25 of 1991 3]

Section 58 criminalises the misuse of
telecommunications services, including
sending threatening, obscene, or harassing
messages through the phone or online
platforms.

Perpetrators using mobile phones or social
media to blackmail victims can be charged
under this Act.

[9] Prohibition of Ragging and Other Forms of Violence in Educational Institutions Act, No. 20 0f 1998 (29 of April 1998)
<https://www.lawnet.gov.lk/prohibition-of-ragging-and-other-forms-of-violence-in-educational-institutions-2/>
[10] Obscene Publication Ordinance, Act No. 4 of 1927 [amended 1983 & 2005] <https://www.srilankalaw.lk/0/829-obscene-

publications-ordinance.html>

[11] The Online Safety Act No. 09 of 2024 <https://www.parliament.lk/uploads/acts/gbills/english/63u.pdf>
[12] Prevention of Domestic Violence Act No. 34 of 2005 <https://www.srilankalaw.lk/revised-statutes/alphabetical-list-of-

statutes/926-prevention-of-domestic-violence-

act.html#:~:text=34%200{%202005.,connected%20otherewith%200r%20incidental%z2othereto.>
[13] Telecommunication Act No. 25 of 1991 <https://www.srilankalaw.lk/revised-statutes/volume-vii/1212-sri-lanka-

telecommunications-act.html>
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5.c.ii. Report to the authorities

5.c. How to Pursue Legal Action

in Bangladesh & Sri Lanka Report the incident to the nearest police
station. If you are uncomfortable going alone,
bring a trusted friend or family member. Key

Same-sex sexual activities are prohibited steps include:
under Bangladeshi law, and there is an anti . ) o _
LGBT+ sentiment among many legal . 'Fl.ll_ng. a complaint: This is the first step in
support providers in the country due to initiating a legal case. Provide all collected
religious sentiments and social norms. It is 'ev1§1ence and a detailed account of the
advisable to consult with lawyers who are 1nc1dent.- ) o
supportive of the LGBT+ community to - Contacting Cybe'r Crime Units in
avoid further trauma. Bangladesh: For incidents outside Dhaka,
report the incident to the Cyber Crime
5.c.i. Gather evidence Units of Bangladesh Police. If the incident
) ) occurs within Dhaka, contact the Cyber
Collect all possible evidence to support Crime Investigation Division, Counter
your case: Terrorism and Transnational Crime (CTTC),
« Take screenshots of any relevant Dhaka Metropolitan Police (DMP) for
messages and emails. spec1ahs§d assistance. o .
« Document any interactions on social « Contacting Cyber Crime Unit in Sri
media platforms. Lapka: Report the 1n.c1(51ent to the. Cyl?er
« Keep records of any financial Crime Unit of the Criminal Investigation
transactions or demands. Department (CID), sharing details of the
« Save any explicit content or threats incident and the perpetrator.

received. ... I 1 1
« Note the perpetrator’s identity and their ~5-C-111. Seek Legal Counse
methods of contact.

Consult with a lawyer who specialises in cyber
law or criminal law.
A lawyer can
« Guide you through the legal process.
« Help you understand your rights.
« Assist in preparing and presenting your case
effectively.
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6.

EXAMPLES AND
CASE STUDIES

Trigger Warning: The following
case studies contain sensitive
content related to violence,
blackmail, sexual exploitation,
and discrimination against
LGBT+ individuals. Reader
discretion is advised.

These case studies highlight the severe
risks and exploitation faced by LGBTI+
individuals in Bangladesh and Sri Lanka
when using online platforms, especially in
environments marked by societal stigma,
discrimination, and criminalisation of
LGBT+ people. They underscore the
urgent need for safety awareness and legal
protection in these contexts.

6.A. BANGLADESH

CASE STUDIES

Case 1: The Tragic Outcome of Online
Blackmail [14]

Architect Rohim met Atif on the gay dating
app Grindr, unaware that Atif* was part of a
criminal racket. This criminal group would
lure men into secret meetings, record
intimate encounters, and then blackmail
them for money. In March 2023, Rohim was
entrapped by Atif. However, he refused to
pay the ransom demanded. This led to his
murder. After his disappearance, his wife

filed a police report. The case gained national

attention as a case of ‘gay dating blackmail
murder’.

The perpetrators fled to India but were
eventually tracked down and arrested,
except for two who remain at large.

This case highlights the severe dangers
LGBT+ individuals may face when using
online dating platforms, especially in
environments with high societal stigma.
This tragic murder after falling victim to a
blackmail scheme emphasises the need for
caution, awareness of potential red flags,
and seeking support from trusted sources
or organisations to mitigate such risks.

Case 2: Sextortion with Attempted
Assault

Mo Roi*, a resident of Dhaka, connected
with Sohel through the Grindr dating app.
They arranged to meet, but Sohel lured Mo
to a crowded area where he was ambushed
by a group of around eight men. The group
falsely accused Mo of harassment and
physically assaulted him. Despite Mo's
efforts to state his innocence, the crowd
sided with his attackers because Mo was
homosexual. As the situation escalated, the
attackers not only assaulted Mo but also
stole his belongings, threatening to turn
him over to the police. Severely injured and
humiliated, Mo managed to escape and
sought refuge with friends after enduring
both physical assault and public
humiliation.

This case highlights the dangers LGBT+
individuals may face in environments
where societal stigma is high. It
underscores the importance of being
cautious, recognising potential red flags,
and seeking support from trusted
individuals or organisations when facing
such threats.

[14] Report T, “Architect Imtiaz Murder: 3 Arrested, 1 Confesses” The Business Standard (March 27, 2023)
<https://www.tbsnews.net/bangladesh/crime/three-arrested-over-architect-imtiaz-murder-606470>



Case 3: Blackmailing A Transgender

Beauty Vlogger [15] 6.B. SRI LANKA CASE STUDIES

Raeed, a transgender beauty vlogger, met

Fahad, Salma, and Salman* at a restaurant.
Raeed initially met with friendly overtures
when she connected with a group through

Case 1: Targeted Robbery and Violence
in Online Dating

social media. However, when she went to Thomas matched with a gay man Kumar*
their apartment, the situation quickly online on a dating app and they agreed to
turned hostile. The group assaulted her, meet at a location chosen by Kumar. Kumar
took her belongings, and demanded money took Thomas to an apartment and initiated
while threatening further harm. Posing as intimacy. Three men walked into the room
law enforcement officers, they recorded the claiming to be police officers. Thomas was
abuse to blackmail her for additional suspicious and felt these people were under
payments. the influence of drugs, and were

impersonators. The men began to beat both
Thomas and Kumar and eventually undressed
Thomas and threatened him with a knife. He
was robbed and photographed, and forced to
transfer money via his banking apps on his

Raeed bravely reported the incident to the
police and shared her story on social media,
exposing the attackers. It was revealed that
the group was part of a gang led by Fahad*,
who targeted individuals online. The gang

would lure victims to their apartment, then phone.

blackmail them using compromising photos His ATM pins were extorted through beatings
and videos. They often posed as law and money was withdrawn from his account at
enforcement officers and used weapons to an ATM. The group deleted all banking alerts,
intimidate their victims. deleted WhatsApp chats and Kumar blocked

This case highlights the tactics used by him on Grindr.

organised criminal groups to exploit and This case highlights the dangers of online
extort victims through social media and dating, particularly when meeting strangers in
dating platforms. It encourages victims to unfamiliar or isolated locations. It underscores
seek legal support and share their the vulnerability of individuals belonging to
experiences where possible to prevent marginalised communities, like the LGBT+
further incidents. community, who may face increased risks of

exploitation and violence. The incident also
emphasises the importance of exercising
caution and prioritising personal safety when
engaging with unknown individuals, both
online and offline.

[15] Unb, “Transgender Beauty Vlogger Held Captive, Tortured in Dhaka” The Business Standard (January 22, 2022)
<https://www.tbsnews.net/bangladesh/transgender-beauty-vlogger-held-captive-tortured-dhaka-360727>
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Case 2: Blackmail and Exploitation Case 3: LGBT+ Vulnerability on
in Criminalised LGBT Dating Apps

Relationship Kamal* used a popular gay dating app and

met Sameera, who said that he was single
and looking for a long term relationship.
After speaking on the app, exchanging
numbers and calling each other for two days,
Kamal agreed to meet Sameera.

Shihan* and Malik*, both 23-year-old males
in an intimate relationship, faced significant
challenges due to the criminalisation of
same-sex relationships in Sri Lanka. Unable
to express their relationship openly, they

exercised extreme caution with their They met at a small motel Sameera had
interactions, particularly at the all-male picked, and engaged in sex after sharing a
university hostel where they resided, few drinks. Kamal felt dizzy and lost
maintaining a low profile by presenting consciousness during intercourse. He woke
themselves as close friends. They shareda  yp two hours later and found Sameera with
room and discreetly managed their four other men in the room.

interactions to avoid suspicion. ,
Sameera demanded money and Kamal’s

One evening, as Shihan waited by the hostel ya]yables and phone, and threatened to send
gate to welcome Malik back from his part-  theijr intimate images and videos to Kamal’s
time job, they exchanged a romantic kiss, family. He also threatened to post intimate
believing they were alone. Another student, photos taken when Kamal was unconscious,

Daham, witnessed the moment and secretly ~ and footage taken secretly of their sexual
recorded the interaction on his phone. Later jntercourse where Kamal's face was clearly

that night, Daham sent the video to Shihan  yjgible, on social media.

via WhatsApp, demanding that both men

perform sexual favours for him for a month, Kamal managed to escape the men by
after which he claimed he would delete the ~ running out of the motel but did not file a
video. Under coercion, Malik was forced to ~ Police complaint due to fear of stigma and
perform oral sex on Daham while Shihan discrimination.

was made to record the act. Kamal's experience highlights the serious

This case highlights the vulnerability and ~ isks associated with meeting strangers
discrimination faced by individuals in thr ngh dating apps, partlcular 1}’ In
countries where same-sex relationships are ~ environments where LGBT+ individuals face
criminalised. It underscores the severe discrimination and legal persecution. It is
consequences of such laws, including crucial to exercise caution, and meet in
blackmail. coercion. and sexual public places during initial encounters.
exploitation. The incident also emphasises ~ Additionally, it is essential to be aware of
the importance of creating safe and local laws and customs, and to have a safety

inclusive environments for all individuals, plan in place, including trusted contacts and
regardless of their sexual orientation. emergency numbers.




CONCLUSION

As we found while creating this resource,
the challenges faced by LGBT+ individuals
in online spaces are profound. We are
grateful to all the survivors who
participated in shaping the toolkit, and are
confident that it addresses a critical need
within the community and delivers on our
commitment to create access to justice for
all. We believe that together, we can create
safer online environments where LGBT+
individuals can thrive without fear, and
find fulfilment and empowerment.
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